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Welcome

Welcome to F5’s Service Provider AVR and Big Data hands on training series.
The intended audience for these labs are Service Provider engineers that
would like to leverage the power of F5 data visibility and integrate this
immense data capability into open source tools such as Elasticsearch, Hadoop
and others.




Getting Started

Please follow the instructions provided by this documentation to start your
lab and access your lab.


Note

All work for this lab will be performed exclusively from the Linux Jumphost and Linux Client Machines. All required access and servies needed to perform classes and labs are provided by the UDF. No installation or interaction with your local system is required.






Prerequisites

In order to complete this series of training classes you will need to utilize
the provided blueprint for the course session. To access the UDF sessions you will
need to have the following prerequists met.


	Current Access to UDF


	SSH key of your access machine in UDF


	Windows or MAC ssh client working with UDF




All pre-built environments implement the lab-topology shown below.


UDF Blueprint

Please follow the instructions provided by your lab instructor to access your
lab environment. The lab environment will be delivered  via UDF blueprints to
each student.


Note

Please deploy and start your lab as soon as you have access to the class as the lab takes some time to boot all the components.








Lab Topology

The network topology implemented for this lab based on the Service Provider Gi lan
path. The focus of the lab is Control Plane programmability and Data Plane elements,
so this lab will focus at both parts at different time.
The following components have been included in your lab environment:


	1 x F5 BIG-IP VE (v13.0 HF2)


	1 x Linux Jumphost (ubuntu 16.04 - mate)


	2 x Linux Clients (ubuntu 16.04 - mate)


	1 x Linux Server (ubuntu 16.04)




[image: lab_topo1]

The following table lists VLANS, IP Addresses and Credentials for all
components:


Lab Network Information







	Component

	VLAN

	IP Address

	Credentials





	Linux Jumphost

	Mgmt

	10.1.1.20

	


	BIG-IP

	Mgmt

	10.1.1.4

	admin/admin



	
	Internal

	10.1.10.5

	


	
	External

	10.1.20.5

	


	
	Control

	10.1.30.5

	


	Client 00

	Mgmt

	10.1.1.9

	udfclient/S3rv1ceP0weR



	
	Internal

	10.1.10.25

	


	Client 01

	Mgmt

	10.1.1.7

	udfclient/S3rv1ceP0weR



	
	Internal

	10.1.10.30

	


	ELK Stack

	Mgmt

	10.1.1.5

	ubuntu/default



	
	Control

	10.1.30.15

	









          

      

      

    

  

    
      
          
            
  
Class 1: BIG-IP AVR (BIG-IP Goodness)

This class covers the following topics:


	Module 1


	REST API Basics






	Module 2


	F5 BIG-IP AVR


	Configuring AVR


	Navigating AVR


	Modify AVR Reports








Expected time to complete: 30 mins



	Module 1: REST API Basics

	Module 2: F5 Application Visibility and Reporting









          

      

      

    

  

    
      
          
            
  
Module 1: REST API Basics

In this module you will learn the basic concepts required to interact
with the BIG-IP iControl REST API. Additionally, you will walk through a
typical Device navigation.

This is a cut down version of the F5 Programmibility Super Net Ops training.


Note

The Lab Deployment for this lab includes a single BIG-IP devices.
For most of the labs we will configuring the BIG-IP
device (management IP and licensing have already been completed).




Note

It’s beneficial to have GUI/SSH sessions open to BIG-IP devices while
going through this lab. Feel free to verify the actions taken in the lab
against the GUI or SSH. You can also watch the following logs:


	BIG-IP:


	/var/log/ltm


	/var/log/restjavad.0.log












	Lab 1.1: Exploring the iControl REST API

	Lab 1.2: REST API Authentication & ‘example’ Templates









          

      

      

    

  

    
      
          
            
  
Lab 1.1: Exploring the iControl REST API


Task 1 – Explore the API using the TMOS Web Interface

In this lab we will explore the API using an interface that is built-in
to TMOS. This utility is useful for understanding how TMOS objects map
to the REST API. The interfaces implement full Create, Read, Update and
Delete (CRUD) functionality, however, in most practical use cases it’s
far easier to use this interface as a ‘Read’ tool rather than trying to
Create objects directly from it. It’s usually far easier to use TMUI or
TMSH to create the object as needed and then use this tool to view the
created object with all the correct attributes already populated.


	Open Google Chrome and navigate to the following bookmarks: BIG-IP






	GUI. Bypass any SSL errors that

	appear and ensure you see the login screen for each bookmark.

[image: image1]









	Navigate to the URL https://10.1.1.4/mgmt/toc (or click the BIG-IP
REST TOC bookmark). The ‘/mgmt/toc’ path in the URL is available on
all TMOS versions 11.6 or newer.


	Authenticate to the interface using the default admin/admin
credentials.


	You will now be presented with a top-level list of various REST
resources. At the top of the page there is a search box
[image: image2]that can be used to find items on the page. Type ‘net’ in
the search box and then click on the ‘net’ link under iControl REST
Resources: [image: image3]


	Find the /mgmt/tm/net/route-domain Collection and click it.


	You will now see a listing of the Resources that are part of the
route-domain(s) collection. As you can see the default route domain
of 0 is listed. You can also create new objects by clicking the
[image: image4] button. Additionally resources can be deleted using the
[image: image5] button or edited using the [image: image6] button.


	Click the 0 resource to view the attributes of route-domain 0 on
the device:

[image: image7]

Take note of the full path to the resource. Here is how the path is
broken down:

/ mgmt / tm / net / route-domain / ~Common~0
| Root | OC | OC  |  Collection  | Resource
*OC=Organizing Collection















          

      

      

    

  

    
      
          
            
  
Lab 1.2: REST API Authentication & ‘example’ Templates

One of the many basic concepts related to interaction with REST API’s is how a particular consumer is authenticated to the system. BIG-IP supports two types of authentication: HTTP BASIC and Token based. It’s important to understand both of these authentication mechanisms, as consumers of the API will often make use of both types depending on the use case. This lab will demonstrate how to interact with both types of authentication.


Task 1 - Import the Postman Collection & Environment

In this task you will Import a Postman Collection & Environment for this lab.
Perform the following steps to complete this task:


	Open the Postman tool by clicking the [image: image8] icon of the desktop of
your Linux Jumphost


	Click the ‘Import’ button in the top left of the Postman window

[image: image87]



	Click the ‘Import from Link’ tab.  Paste the following URL into the
text box and click ‘Import’

https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/postman_collections/F5_Automation_Orchestration_Intro.postman_collection.json

[image: image88]



	You should now see a collection named ‘F5 Automation & Orchestration Intro’
in your Postman Collections sidebar:

[image: image10]



	Import the Environment file by clicking ‘Import’ -> ‘Import from Link’ and
pasting the following URL and clicking ‘Import’:

https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/postman_collections/INTRO_Automation_Orchestration_Lab.postman_environment.json



	To assist in multi-step procedures we make heavy use of the
‘Environments’ capability in Postman. This capability allows us to
set various global variables that are then substituted into a
request before it’s sent. Set your environment to
‘INTRO - Automation & Orchestration Lab’ by using the menu at the top right
of your Postman window:

[image: image9]








Task 2 – HTTP BASIC Authentication

In this task we will use the Postman tool to send API requests using
HTTP BASIC authentication. As its name implies this method of
authentication encodes the user credentials via the existing BASIC
authentication method provided by the HTTP protocol. The mechanism this
method uses is to insert an HTTP header named ‘Authorization’ with a
value that is built by Base 64 encoding the string
<username>:<password>. The resulting header takes this form:

Authorization: Basic YWRtaW46YWRtaW4=

It should be noted that cracking the method of authentication is
TRIVIAL; as a result API calls should always be performed using HTTPS
(F5 default) rather than HTTP.

Perform the following steps to complete this task:


	Click the ‘Collections’ tab on the left side of the screen, expand
the ‘F5 Automation & Orchestration Intro’ collection on the left side
of the screen, expand the ‘Lab 1.2 – API Authentication’ folder:

[image: image10]



	Click the ‘Step 1: HTTP BASIC Authentication’ item. Click the
‘Authorization’ tab and select ‘Basic Auth’ as the Type. Fill in
the username and password (admin/admin) and click the ‘Update
Request’ button. Notice that the number of Headers in the Headers
tab changed from 1 to 2. This is because Postman automatically
created the HTTP header and updated your request to include it.
Click the ‘Headers’ tab and examine the HTTP header:

[image: image11]



	Click the ‘Send’ button to send the request. If the request succeeds
you should be presented with a listing of the /mgmt/tm/ltm
Organizing Collection.


	Update the credentials and specify an INCORRECT password. Send the
request again and examine the response:

[image: image12]








Task 3 – Token Based Authentication

One of the disadvantages of BASIC Authentication is that credentials are
sent with each and every request. This can result in a much greater
attack surface being exposed unnecessarily. As a result Token Based
Authentication (TBA) is preferred in many cases. This method only sends
the credentials once, on the first request. The system then responds
with a unique token for that session and the consumer then uses that
token for all subsequent requests. Both BIG-IP and iWorkflow support
token-based authentication that drops down to the underlying
authentication subsystems available in TMOS. As a result the system can
be configured to support external authentication providers (RADIUS,
TACACS, AD, etc) and those authentication methods can flow through to
the REST API. In this task we will demonstrate TBA using the local
authentication database, however, authentication to external providers
is fully supported.

For more information about external authentication providers see the
section titled “About external authentication providers with
iControl REST” in the iControl REST API User Guide available at
https://devcentral.f5.com

Perform the following steps to complete this task:


	Click the ‘Step 2: Get Authentication Token’ item in the Lab 1.2
Postman Collection


	Notice that we send a POST request to the /mgmt/shared/authn/login
endpoint.

[image: image13]



	Click the ‘Body’ tab and examine the JSON that we will send to
BIG-IP to provide credentials and the authentication provider:

[image: image14]



	Modify the JSON body and add the required credentials (admin/admin).
Then click the ‘Send’ button.


	Examine the response status code. If authentication succeeded and
a token was generated the response will have a 200 OK status code.
If the status code is 401 then check your credentials:

Successful:


	[image: image15]




Unsuccessful:


	[image: image16]






	Once you receive a 200 OK status code examine the response body.
The various attributes show the parameters assigned to the
particular token. Find the ‘token’ attribute and copy it into your
clipboard (Ctrl+c) for use in the next step:

[image: image17]



	Click the ‘Step 3: Verify Authentication Works’ item in the Lab
1.2 Postman collection. Click the ‘Headers’ tab and paste the
token value copied above as the VALUE for the X-F5-Auth-Token
header. This header is required to be sent on all requests when
using token based authentication.

[image: image18]



	Click the ‘Send’ button. If your request is successful you should
see a ‘200 OK’ status and a listing of the ltm Organizing
Collection.


	We will now update your Postman environment to use this auth token
for the remainder of the lab. Click the Environment menu in the
top right of the Postman window and click ‘Manage Environments’:

[image: image19]



	Click the ‘INTRO – Automation & Orchestration Lab’ item:

[image: image20]



	Update the value for bigip_a_auth_token by Pasting (Ctrl-v)
in your auth token:

[image: image21]



	Click the ‘Update’ button and then close the ‘Manage Environments’
window. Your subsequent requests will now automatically include
the token.


	Click the ‘Step 4: Set Authentication Token Timeout’ item in the
Lab 1.2 Postman collection. This request will PATCH your token
Resource (check the URI) and update the timeout attribute so we
can complete the lab easily. Examine the request type and JSON
Body and then click the ‘Send’ button. Verify that the timeout has
been changed to ‘36000’ in the response:

[image: image22]








Task 4 – Get a pool ‘example’ Template

In order to assist with REST API interactions you can request a template
of the various attributes of a Resource type in a Collection. This
template can then be used as the body of a POST, PUT or PATCH request as
needed.

Perform the following steps:


	Click the ‘Step 5: Get ‘example’ of a Pool Resource’ item in the Lab
1.2 Postman collection


	Examine the URI. Notice the addition of example at the end of the
collection name:

[image: image23]



	Click ‘Send’ and examine the FULL response. You will see
descriptions and then all the attributes for the Pool resource
type. The response also shows the default values for the attributes
if applicable:

[image: image24]











          

      

      

    

  

    
      
          
            
  
Module 2: F5 Application Visibility and Reporting

In this module we will explore how to configure and use F5’s Application Visibility and Reporting to provide application reporting. Analytics (also called Application Visibility and Reporting) is a module on the BIG-IP® system that you can use to analyze the performance of services and applications. It provides detailed metrics such as transactions per second, server and client latency, request and response throughput, and sessions. You can view metrics for applications, virtual servers, pool members, URLs, specific countries, and additional detailed statistics about application traffic running through the BIG-IP system.

The labs in the module will focus on the high level features of AVR.
These will include Analytics profiles, configuration and navigation of the AVR
reports and information generated.

The BIG-IP in the lab is preconfigured with DNS / PEM / and AFM provisioned and configured. Please explore the current f5 config to familarise yourself with this lab.

Confirm the following main config items to verify your BIG-IP lab is on working order:


	Checked Provisioned Modules refelcts the below image (DNS / PEM / AFM and AVR).




[image: prov_image]


	Check VLAN setup. Make sure Interval VLAN is set to source (SP DAG).




[image: vlans]

[image: vlan_dag]


	Verify SELF-IP’s and routes are present.




[image: self_ip]

[image: routes]


	Check that PeM Data plane is setup, you should see four PEM data plane VS as below.




[image: pem_data_plane]


	Check that DNS Listener is configured.




[image: sp_dns]


Note

Explore the rest of the configuration. Please look at the DNS setup (cache / monitor) and AFM CGNAT (NAPT) configurations.





	Lab 2.1: Configure AVR Profiles

	Lab 2.2: Access Clients and Generate Traffic

	Lab 2.3: Navigating AVR









          

      

      

    

  

    
      
          
            
  
Lab 2.1: Configure AVR Profiles

An Analytics profile is a set of definitions that determines the circumstances under which the system gathers, logs, notifies, and graphically displays information regarding traffic to an application or service. The Analytics module requires that you select an Analytics profile for each application you want to monitor. You associate the Analytics profile with one or more virtual servers used by the application / service.


	In the Analytics profile, you customize:

	
	What statistics to collect


	Where to collect data (locally, remotely, or both)


	Whether to capture the traffic itself


	Whether to send notifications.









Task 1 - Import the Postman Collection & Environment

In this task you will Import a Postman Collection & Environment for this lab.
Perform the following steps to complete this task:


	Open the Postman tool by clicking the [image: image8] icon of the desktop of
your Linux Jumphost (Postman should be open from previous Lab)


	Click the ‘Import’ button in the top left of the Postman window




[image: image87]


	Click the ‘Import from Link’ tab.  Paste the following URL into the
text box and click ‘Import’

https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/postman_collections/SP Modules.postman_collection.json






[image: image88]





	You should now see a collection named ‘SP Modules’
in your Postman Collections sidebar:

[image: postman_sp_mod]



	Import the Environment file by clicking ‘Import’ -> ‘Import from Link’ and
pasting the following URL and clicking ‘Import’:

https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/postman_collections/F5 SPDevOps.postman_environment.json






[image: postman_sp_env]







Task 2 – Configure TCP Analytics

In this task we will query and configure TCP AVR profile. This will be done using REST API (explored in previous Lab)

Perform the following steps to complete this task:


	Click the ‘TCP Analytics’ item in the SP Module Postman Collection


	Notice that we are sending a GET request to the /mgmt/tm/ltm/profile/tcp-analytics endpoint. Check the body returned and observer the default values.


[image: get_tcp_profile]






	Click on the ‘Create TCP Analytics Profile’ , check the body message for ELK_PEM_Publisher (We will use the PEM index in ELK for logging TCP Optimisation)


[image: create_tcp_profile]






	Verify in BIG-IP TMUI that the new profile was created.


[image: verify_tcp_profile]






	Add in the VS manually (This is not available in REST API currently)


[image: add_tcp_vs]











Task 3 – Configure PEM Analytics

In this task we will query and configure PEM AVR profile. This will be done using REST API (explored in previous Lab)

Perform the following steps to complete this task:


	Click the ‘PEM’ item in the SP Module Postman Collection


	Notice there are two sections we must update Global and Classification. We will do Global first, click on ‘Request PEM Global Analytics Options’ we are sending a GET request to the /mgmt/tm/pem/global-settings/analytics endpoint. Check the body returned and observer the default values.


[image: get_pem_global]






	Click on the ‘Update PEM Global Analytics Options - External Logging’ , check the body message for ELK_PEM_Publisher.


[image: update_pem_global]






	Verify in BIG-IP TMUI that the new updates where changed in PEM global options.


	Click on ‘Request PEM Classification Profile’ we are sending a GET request to the /mgmt/tm/ltm/profile/classification/classification_pem endpoint. Check the body returned and observer the default values.


[image: get_pem_class]






	Click on the ‘Update PEM Classification Profile’ , check the body message for ELK_PEM_Publisher.


[image: update_pem_class]






	Verify in BIG-IP TMUI that the new updates where changed in PEM Classification.







Task 4 – Configure AFM Analytics

In this task we will query and configure AFM AVR profile and Logging. This will be done using REST API (explored in previous Lab)

Perform the following steps to complete this task:


	Click the ‘AFM’ item in the SP Module Postman Collection


	Notice there are two sections we must update Security Reporting and Event Logging. We will do Security Reporting first, click on ‘Request AFM Security Reporting Settings’ we are sending a GET request to the /mgmt/tm/security/analytics/settings endpoint. Check the body returned and observer the default values.


[image: get_afm_report]






	Click on the ‘Update AFM Security Reporting Settings’ , check the body message for ELK_AFM_Publisher.


[image: update_afm_report]






	Verify in BIG-IP TMUI that the new updates where changed in AFM Report Settings.





Note

Request AFM Device DoS Settings - Can be used to report on settings currently set, however REST API cannot be used to update these settings at this time.




	Click on ‘Request AFM Event Logger’ we are sending a GET request to the /mgmt/tm/security/log/profile/ endpoint. Check the body returned and observer the default values.


[image: get_afm_log]






	Click on the ‘Create AFM Event Log Profile’ , check the body message for ELK_AFM_Publisher.


[image: create_afm_log]






	Addtional Steps are required for AFM as not all REST commands can configure all sections at this time. Go to TMUI on BIG-IP and navigate to Security / Event Logs / Logging Profiles. Change Publishers and tick events to log.


[image: update_afm_log_1]

Update Network Firewall tab and click update.

[image: update_afm_log_2]











Task 5 – Configure DNS Analytics

In this task we will query and configure DNS AVR profile. This will be done using REST API (explored in previous Lab)

Perform the following steps to complete this task:


	Click the ‘DNS’ item in the SP Module Postman Collection


	Notice that we are sending a GET request to the /mgmt/tm/ltm/profile/dns-logging endpoint. Check the body returned and observer the default values.


[image: get_dns_log]






	Click on the ‘Create DNS Log Profile’ , check the body message for ELK_DNS_Publisher.


[image: create_dns_log]






	Verify in BIG-IP TMUI that the new profile was created.










          

      

      

    

  

    
      
          
            
  
Lab 2.2: Access Clients and Generate Traffic

In this lab you will walk through re-configuring the Clients to USE the F5 for traffic. This will generate traffic for PEM / DNS / and AFM for AVR and logging to ELK Stack.


Task 1 - Configure Client Netwoking & Traffic Generation

In this task we will configure and use the Client UDF machines. These Clients are required to be reconfigured to utilise the network and DNS from the F5..

Perform the following steps to complete this task:


	Click the on the RDP access for UDF for each client.


[image: rdp_access]

Accept warning always

[image: rdp_accept]






	Click on the networking script (this will prompt for Sudo password)


[image: net_script]






	Once the script has completed, check netstat -nr and nslookup to verify you have traffic passing the F5.


[image: netstat]






	Verify in BIG-IP TMUI that you see traffic on the F5 VS’s


[image: verify_traffic]






	Apply the same fix for the other client.


	Once both clients are fixed, generate traffic by opening applications and webpages (Leave the applications open so traffic generation continues)


[image: traffic_gen]














          

      

      

    

  

    
      
          
            
  
Lab 2.3: Navigating AVR

Navigating and viewing AVR reports.


Task 1 – BIG-IP Performance Report

Perform the following steps to complete this task:


	Navigate to Performance Report under Statistics.


[image: traffic_report]

Explore the interface with the sliding bar, and tick and untick options.











Task 2 – AVR TCP Optimisation

Perform the following steps to complete this task:


	Navigate to Analytics TCP Statistics.


[image: tcp_avr]






	Explore the different display options by clicking around the dashboard.


See the following link for further TCP AVR information:

https://support.f5.com/kb/en-us/products/big-ip_analytics/manuals/product/analytics-implementations-12-1-0/9.html











Task 3 – AVR Traffic Classification

Perform the following steps to complete this task:


	Navigate to Traffic Classification Analytics.


[image: avr_classification]






	Explore the different display options by clicking around the dashboard.







Task 4 – PEM Analytics Report

Perform the following steps to complete this task:


	Navigate to Policy Enforcement Analytics Overview.


[image: pem_avr_overview]






	Navigate to Policy Enforcement Analytics Statistics.


[image: pem_avr_stats]

Explore the different screens and options available for display. See the following link for further AVR information:

https://support.f5.com/kb/en-us/products/big-ip-pem/manuals/product/pem-implementations-13-0-0.html











Task 5 – Modify PEM AVR Dashboard / Export AVR Report

In this task we will modify and add widgets to default dashboard, and export an Analytics dashboard to a PDF report.

Perform the following steps to complete this task:


	Navigate to Policy Enforcement Analytics.


[image: pem_avr_adjust]






	Click on Add Widget


	Create a New Wdiget of your choice.


	Explore the options within the Dashboard widgets for display


	Click on Export, select PDF to generate report.







Task 6 - PEM Scheduled Reports

In this task we will configure a Scheduled PEM report.

Perform the following steps to complete this task:


	Navigate to Policy Enforcement Analytics Scheduled Reports.


[image: pem_sched_report]






	Explore the options for scheduled reporting.










          

      

      

    

  

    
      
          
            
  
Class 2: Introduction to ELK Stack (ELK Coolness)

This class covers the following topics:


	ELK Stack Overview


	ELK Stack build on Ubuntu


	F5 logging to ELK Stack


	ELK Stack:


	Indexes


	Navigation


	Searches


	Visualisations


	Dashboards








Expected time to complete: 1.5 hours



	Module 1: ELK Stack Build Ubuntu Server

	Module 2: Kibana and Visualisation









          

      

      

    

  

    
      
          
            
  
Module 1: ELK Stack Build Ubuntu Server


	ELK stack from the previous module is made up of three key components:

	
	Logstash,


	Elasticsearch,


	Kibana.






	There are many ready made ELK stack services that can be used:

	
	Docker https://elk-docker.readthedocs.io/


	AWS https://aws.amazon.com/elasticsearch-service/


	Azure https://azuremarketplace.microsoft.com/en-us/marketplace/apps/bitnami.elk?tab=Overview


	Elastic Cloud https://www.elastic.co/cloud








However, it is important to understand how the ELK stack is build, the configuration files and their purposes.

This module will guide you through the installation of ELK stack onto a ubuntu server.

External Reference Documentation:

https://www.elastic.co/guide/index.html



	Lab 1.1: Install the Ubuntu Base

	Lab 1.2: Install Elasticsearch

	Lab 1.3: Install Kibana

	Lab 1.4: Install Logstash

	Lab 1.5: Configure elasticsearch templates

	Lab 1.6: Send Logs to ELK Stack

	Lab 1.7: Create Index and Import Pre-Configured









          

      

      

    

  

    
      
          
            
  
Lab 1.1: Install the Ubuntu Base

In this lab you will walk through installing the ubuntu
base ready for ELK stack


Task 1 - GIT Clone Repo onto the Server

git clone https://github.com/jarrodlucia/bigip_elk_server <directory of choice>




Task 2 - Install additional software required for ELK Stack

sudo apt-get install software-properties-common
sudo apt install curl








Task 3 - Add and install Java

sudo add-apt-repository -y ppa:webupd8team/java
sudo apt-get update
sudo apt-get -y install oracle-java8-installer





Accept the Oracle License Agreement

[image: oracle]

Fix Below for Java8 Error (If Required)

sudo apt-get -y install oracle-java8-installer
sudo sed -i 's|JAVA_VERSION=8u144|JAVA_VERSION=8u152|' oracle-java8-installer.*
sudo sed -i 's|PARTNER_URL=http://download.oracle.com/otn-pub/java/jdk/8u144-b01/090f390dda5b47b9b721c7dfaa008135/|PARTNER_URL=http://download.oracle.com/otn-pub/java/jdk/8u152-b16/aa0333dd3019491ca4f6ddbe78cdb6d0/|' oracle-java8-installer.*
sudo sed -i 's|SHA256SUM_TGZ="e8a341ce566f32c3d06f6d0f0eeea9a0f434f538d22af949ae58bc86f2eeaae4"|SHA256SUM_TGZ="218b3b340c3f6d05d940b817d0270dfe0cfd657a636bad074dcabe0c111961bf"|' oracle-java8-installer.*
sudo sed -i 's|J_DIR=jdk1.8.0_144|J_DIR=jdk1.8.0_152|' oracle-java8-installer.*
sudo apt-get -y install oracle-java8-installer











          

      

      

    

  

    
      
          
            
  
Lab 1.2: Install Elasticsearch

This lab will install the Elasticsearch component, It is recommended to install Elasticsearch as the first module.


Task 1 Install Repo and Keys


	Download and install the public signing key:




wget -qO - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo apt-key add -






	Save the repository definition to /etc/apt/sources.list.d/elastic-5.x.list:




echo "deb https://artifacts.elastic.co/packages/5.x/apt stable main" | sudo tee -a /etc/apt/sources.list.d/elastic-5.x.list
sudo apt-get update








Task 2 Install elasticseach and setup system


	Install Elasticsearch




sudo apt-get install elasticsearch






	Edit config file to change bind address to Host address 10.1.1.5




sudo vi /etc/elasticsearch/elasticsearch.yml





[image: elastic1]


	Install additional plugins




sudo /usr/share/elasticsearch/bin/elasticsearch-plugin install ingest-geoip






	Restart Elastic Search




sudo systemctl restart elasticsearch






	Configure the system to start at boot




sudo /bin/systemctl daemon-reload
sudo /bin/systemctl enable elasticsearch.service






	Checking Start / Stop / Status




sudo systemctl start elasticsearch.service
sudo systemctl stop elasticsearch.service
sudo systemctl status elasticsearch.service





[image: elastic2]







          

      

      

    

  

    
      
          
            
  
Lab 1.3: Install Kibana

In this lab we will install Kibana


Task 1 Install Kibana


	Install Kibana


sudo apt-get install kibana










	Change config file to set Outside IP address


sudo vi /etc/kibana/kibana.yml













Note

Kibana is served by a back end server. This setting specifies the port to use. Server port is set as default Kibana Port 5601. Server host should be set to the UDF Management IP address 10.1.1.5 as we will be accessing this via the Linux Jumphost. The URL of the Elasticsearch instance to use for all your queries.


	server.port: 5601


	server.host: “10.1.1.5”


	elasticsearch.url: “http://10.1.1.5:9200”






[image: kibana1]


	Kibana restart


sudo systemctl restart kibana.service










	To configure Kibana to start automatically when the system boots up, run the following commands:


sudo /bin/systemctl daemon-reload
sudo /bin/systemctl enable kibana.service










	Kibana Control


sudo systemctl start kibana.service
sudo systemctl stop kibana.service










	Check Kibana is running via command-line:




[image: kibana2]


	Access Kibana via Linux Jumpbox to verify access




[image: kibana3]







          

      

      

    

  

    
      
          
            
  
Lab 1.4: Install Logstash

Install Logstash


Task 1 - Install Logstah


	Install Logstash




sudo apt-get install logstash






	Install Additional Plugins




sudo /usr/share/logstash/bin/logstash-plugin install logstash-filter-dns
sudo /usr/share/logstash/bin/logstash-plugin install logstash-filter-geoip






Note

Be patient with plugin install it can take a few moments



[image: logstash1]


	Copy or Create new file to Directory /etc/logstash/conf.d/




sudo cp <git clone directory>/config_files/logstash.conf /etc/logstash/conf.d/logstash.conf
sudo vi /etc/logstash/conf.d/logstash.conf






	Logstash restart




sudo systemctl restart logstash.service






	Check logstash started correctly with no errors from logstash.conf file




[image: logstash2]


	To configure Logstash to start automatically when the system boots up, run the following commands:




sudo /bin/systemctl daemon-reload
sudo /bin/systemctl enable logstash.service






	Logstash Control




sudo systemctl start logstash.service
sudo systemctl stop logstash.service
sudo systemctl status logstash.service





logstash.conf
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	  input {
      tcp {
          port => 5516
          type => afm
      }
      tcp {
          port => 5515
          type => dns
      }
      tcp {
          port => 5514
          type => pem
      }
  }

  filter {
      if [type] == 'pem' {
          kv {
            source => "message"
           field_split => ","
         }
      }
      if [type] == 'afm' {
          kv {
            source => "message"
            field_split => ","
        }
          geoip {
              source => "SourceIp"
              target => "SourceIp_geo"
              add_field => [ "[geoip][coordinates]", "%{[geoip][longitude]}" ]
              add_field => [ "[geoip][coordinates]", "%{[geoip][latitude]}"  ]
          }
          geoip {
              source => "DestinationIp"
              target => "DestinationIp_geo"
              add_field => [ "[geoip][coordinates]", "%{[geoip][longitude]}" ]
              add_field => [ "[geoip][coordinates]", "%{[geoip][latitude]}"  ]
          }
          mutate {
              convert => [ "[geoip][coordinates]", "float"]
          }
      }
      if [type] == 'dns' {
          kv {
            source => "message"
            field_split => ","
        }
      }
  }

  output {
      if [type] == 'pem' {
        elasticsearch {
        hosts => ["10.1.1.5:9200"]
        index => "pem-%{+YYYY.MM.dd}"
        template_name => "pem"
      }
      }
      if [type] == 'afm' {
        elasticsearch {
        hosts => ["10.1.1.5:9200"]
        index => "afm-%{+YYYY.MM.dd}"
        template_name => "afm"
      }
      }
      if [type] == 'dns' {
        elasticsearch {
        hosts => ["10.1.1.5:9200"]
        index => "dns-%{+YYYY.MM.dd}"
        template_name => "dns"
      }
      }
      stdout {}
  }
















          

      

      

    

  

    
      
          
            
  
Lab 1.5: Configure elasticsearch templates

Templates are used to create mappings between logstash and elasticsearch. Without the mappings elasticsearch will create automatic mappings however these will be elasticsearch’s best guess as to the field. In most cases this will default to text. This means many of the fields such as IP address’s will be searchable but not able to be used in Visualisations.

Upload elasticsearch templates and mappings. There are multiple way this can be achieved. The most common ways are cURL and a REST based program such as POSTMAN. Feel free to use whichever method you are most comfortable with.


Note

RECOMMENDATION Use cURL for the uploading of the templates with json file. POSTMAN is useful for Elasticsearch management once the template are in place.




Task 1 Option1 - Install module templates in Elasticsearch via cURL


	Install Index Templates into Elastic Search for the required modules





cd <git clone directory>/json/ git clone directory from Lab 1




curl -XPUT http://localhost:9200/_template/pem?pretty -d @pem_mapping.json
curl -XPUT http://localhost:9200/_template/afm?pretty -d @afm_mapping.json
curl -XPUT http://localhost:9200/_template/dns?pretty -d @dns_mapping.json








Task 1 Option1 - Install module templates in Elasticsearch via POSTMAN


	Import ELK Postman Collection and Environment


	Click the ‘Import from Link’ tab.  Paste the following URL into the
text box and click ‘Import’

https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/postman_collections/ELK Stack.postman_collection.json



	You should now see a collection named ‘F5 ELK’
in your Postman Collections sidebar:

[image: template1]



	Import the Environment file by clicking ‘Import’ -> ‘Import from Link’ and
pasting the following URL and clicking ‘Import’:

https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/postman_collections/F5 ELK Env.postman_environment.json

[image: template2]






	Click on GET Elasticsearch information, HIT SEND.




[image: template3]

You should see cluster information regarding elasticsearch


	Click on GET Elasticsearch indices, HIT SEND.




[image: template4]

You should see the current index’s and information regarding each index.

We will use this command to observe the creation of new indexes


	Click on GET Elasticsearch Template Searches, HIT SEND




[image: template5]

You should see any current templates listed.


Note

New Install will NOT contain any templates showing {}




	Click on Create Template AFM + PEM + DNS Install all templates




[image: template6]


Note

Create all templates from the POSTMAN collection




	Verify templates created and exist. Click on GET Elasticsearch Template Searches




[image: template7]


Note

Look through the template JSON outputted by POSTMAN. Verify and check that the three templates created are present.









          

      

      

    

  

    
      
          
            
  
Lab 1.6: Send Logs to ELK Stack

Configure f5 for logging to new ELK stack

Check that data is arriving at ELK stack


Task 1 - Confirm BIG-IP is sending logs to ELK Stack


	Confirm via TMUI that the setup from Class 1 Lab 2.1




Update AFM Reporting to include what was not included in previous lab.

[image: template16]


Note


	Make sure the correct port is allocated as per previous Logstash configuration

	
	Pool = tcp server:5514 - PEM


	Pool = tcp server:5515 - DNS


	Pool = tcp server:5516 - AFM/CGNAT











	Confirm Data is arrinving on server




sudo tcpdump -i eth1 port 5514


	Check that Data is arriving in the Index




curl ‘localhost:9200/_cat/indices?v’

[image: template8]

or via POSTMAN

[image: template9]







          

      

      

    

  

    
      
          
            
  
Lab 1.7: Create Index and Import Pre-Configured

Index’s are elasticsearchs way of storing documents in shards. When index’s are created the mapping templates we uploaded before are used to map each of the fields to a type. This is only done once when the index is created


Note

If mappings are changed are updates required the “index“ will have to be deleted, the template deleted and mapping changed and template added. At this point re-creating the index will remap to the new template



This Lab will focus on creating the index’s for each module based on logstash in Lab4

We will import the prepared f5 module json kibana searches / virtuals / and dashboards.


Task 1 - Create Kibana Index’s


	Configure Indexes in Kibana




Configure the first and default index


	index pattern = pem-*


	select @timestamps




[image: template15]


	index pattern = afm-*


	select @timestamps




Follow PEM example above for AFM


	index pattern = dns-*


	select @timestamps




[image: template14]




Task 2 - Import preconfigured Kibana json’s

Searches / Visualisation and Dashboards


	Import object data into Kibana




Import the JSON files in the following order:


	Searches


	Visualisations


	Dashboards




Searches


https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/json/elk_searches.json




[image: template10]

[image: template11]

Visuals


https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/json/elk_visualisations.json




[image: template12]

Dashboards


https://raw.githubusercontent.com/jarrodlucia/bigip_elk_server/develop/json/elk_dashboards.json




[image: template13]


Note

The JSON files have been placed in the IN_CASE_OF_EMERGENCY folder on the desktop









          

      

      

    

  

    
      
          
            
  
Module 2: Kibana and Visualisation

Coolness of Kibana interface


	Navigation


	Searching


	Creating Searches


	Creating Visualisations


	Creating Dashboards






	Lab 2.1 – Kibana Interface & Search

	Lab 2.2 – Creating Kibana Usefulness









          

      

      

    

  

    
      
          
            
  
Lab 2.1 – Kibana Interface & Search

Kibana is the interface to elasticsearch and makes visualisationa and dashboards available. It allows REST API calls for development of additional Cutomer interfaces.

This lab will look at the look and feel of the Kibana interface, and some key navigation hints and tips.


Task 1 - Kibana Interface Explantion

This task will focus on explation of the Kibana interface and navigating different aspects of the interface.

[image: interface1]

Try changing the following:


	Time Range


	Index


	Dashboards





Note

Take your time to explore each of the interface elements.






Task 2 - Searching Kibana

In this task we will use two example search types to see how Kibana uses elasticsearch. These example searches will be the following:


	Field Search


	Query Bar




Field Search
Field searching is very useful in Kibana and can be used to see types of data and values that elasticsearch is indexing. To conduct field searching conduct the following:


	Click on a field


	Examine the expanded field, note the values that elasticsearch is indexing




[image: search1]


	Click the add button.


	Notice the field is in the Selected Field section.




[image: search2]


Note

Take time to explore multiple field add to Selected field and build up a set of interesting columns.



Query Bar
This type if searching is searching all data fields not only Selected fields as we did previously.

[image: search3]


Note

Take time to explore multiple field add to Selected field and use Query terms to see the results.









          

      

      

    

  

    
      
          
            
  
Lab 2.2 – Creating Kibana Usefulness

This Lab will focus on creation of three key components of Kibana for useful display of information, namely:
- Searches
- Visualisations
- Dashboards


Task 1 - Creating Searches

Create and Save a 3 x search based on the previous lab.

[image: create1]




Task 2 - Creating Visualisations

Create and Save a 3 x visualisation based on the above search or the previous lab.

[image: create2]

Examine existing Visualisations to understand how some of the different visualisation are constructed.

[image: create3]




Task 3 - Creating Dashboards

Create a dashboard from your 3 visualisations created above.

[image: create4]







          

      

      

    

  

    
      
          
            
  
HOWTOs: Index

This section contains useful HOWTOs



	HOWTO - how to do stuff









          

      

      

    

  

    
      
          
            
  
HOWTO - how to do stuff

Twill put extra stuff into here


Task 1 – Update unknown index fields

At times new fields may appear in the index field based on software version or addiitonal logging from irules. It will be requried to update the index to make these fields usable.

[image: howto1]


Note

Notice the ? symbol next to the field.



Update by clicking on the refresh button

[image: howto2]

Note the increased change

[image: howto3]




Task 2 - Manual Index Changes

Index changes in json can be done manually if importing from another system.


	Create a new search or visualisation


	Export the new search json


	Open the json and copy the index id


	Open the json to be imported and paste the updated index id
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Amazon AWS Lab Environment Guide

Lab setup guide goes here
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ser Request AFM Event Logger

1

“ostaLa:
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post Create AFM Event Log Profile

o ons

1
“aLgerrors™: {

5

Response.





_static/search1.png
@

C ) | ® ec2-13-54-253-183.ap-southeast-2.compuite.amazonaws.com:8588/app/kibana#discover?. g=(refreshinterval:(display:Of, pause:!falue:0) time:(from:nows2Fd, interval:auto,mode:quick,timezone:America%2F New.York,t0:10w%2F d))& a=(columns:(_source),nde... % | @ ® = O
Apps  Bookmarks £ OpenvSwitch 5 Home 315

5 Onedrive (B Bookmarks | F5 Hive B Downloads and tool... [ Enable your device

Windows loT Core P... B Set up your device... £ Other Bookmarks

i 52,460 hits New Save Open Share < OToday >
ibana Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n

Discover Add a filter 4

Visualize :59.999 —  Auto +

5000
Dashboard Selected Fields (<
4000
Timelion 2 _source o
Dev Tools & 200
Available Fields 3
1000
Management T .
e o100 0400 o700 1000 1300 1600 1900 200
version
. . ° @timestamp per 30 minutes
# Abandaneaconns - Click on a field
Time _source
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# Kibans is served by A back end server. This setting specifies the port fo use.
Server.port: 5691

# Specifies the address to which the Kibana server will bind. IP addresses and host names are both valid values.
# The default is 'localhost', which usually means remote machines will not be able to connect.

#To allow comnections frangrenote users, set this paraneter to a non-loopback address.
Server.host: "10.1.1.5' ‘.

# Enables you to specify a path to mount Kibana at if you are running behind a proxy. This only affects
# the URLs generated by Kibana, your proxy is expected to remove the basePath value before forwarding requests
# to Kibana. This setting cannot end in a slash.

#server.basePath: "

# The maxinun payload size in bytes for incoming server requests.
#server.maxPayloadBytes: 1048576

# The Kibana server's name. This is used for display purposes.
#server.name: "your-hostnane”

# The URL of the Elasticsearch instance to use for all your queries.
elasticsearch.url: "http://16.1.1.5:920

# When this setting's value is true Kibana uses the hostname specified in the server.host
# setting. When the value of this setting is false, Kibana uses the hostname of the host
# that connects to this Kibana instance.

#elasticsearch.preservetost: true

# Kibana uses an index in Elasticsearch to store saved searches, visualizations and
# dashboards. Kibana creates a new index if the index doesn't already exist.
#kibana. index: ".kibana"

# The default application to load.
#kibana. defaultAppld: "discover”

# If your Elasticsearch is protected with basic authentication, these settings provide
# the username and password that the Kibana server uses to perform maintenance on the Kibana
# index at startup. Your Kibana users still need to authenticate with Elasticsearch, which
# is proxied through the Kibana server.

#elasticsearch. usernane: "user”

#elasticsearch.password: "pass”

/ete/kibana/kibana.ynl" 104L, 4644C





_images/kibana2.png
ubuntugip-10-1-1-5:~5 sudo systemctl status kibana.service
o kibana.service - Kibana
Loaded: loaded (/etc/systend/systen/kibana.service; enabled; vendor preset: enabled
Active: active (running) since Mon 2017-11-06 11:49:38 UTC; 475 ago
Main PID: 4782 (noge)
Coroup: /system. slice/kibana. service
4782 Jusr/share/kibana/bin/.

Nov 06 kibana[4782] 2017-11-06T1 status
Nov 06 kibana[4782] 2017-11-06T1 Status” elasticsearches. 6.
Nov 06 kibana[4782] 2017-11-06T1 Status” consolees. 6.

Nov 06 kibana[4782] 2017-11-06T1 Status” metricses.s.

Nov 06 kibana[4782] 2017-11-06T1 status

Nov 06 kibana[4782] 2017-11-06T1 istenin

Nov 06 kibana[4782] : 2017-11-06T11: status"

Nov 06 kibana[4782] 2017-11-06T1 Status” elasticsearches. 6.
Nov 06 kibana[4782] 2017-11-06T1 Status” elasticsearches. 6.
Nov 06 kibana[4782]: £"2017-11-06T11: status

ubuntu@ip-10-
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2240 dovice_version: 13.0.0.2.0.1671 severity: 8 device_product: Advanced Firenall Module bigip mgmt_ip: 192.168.1.245 context_name: /Common/home.app/nome ANY_TCP
192.168.1.245", context_nane

message: hostnare:

igip. luciatech.net”,bigip_mgmt_ij ‘Common/home .app/home_ANY_TCP" , context_type="Virtual Server",date_time="Nov 07 2017 ©6:
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ubuntu@ip-10-1-1-5:~% sudo apt-get install logstash
Reading package Llists... Done
Building dependency tree
Reading state information... Done
The following packages were automatically installed and are no longer required
Uinux-headers-4.4.0-36 Linux-headers-4.4.0-36-generic linux-inage-4.4.8-36-generic snap-confine
Use 'sudo apt autoremove' to remove them
The following NEW packages will be installed:
Togstash
© upgraded, 1 newly installed, @ to remove and @ not upgraded
Need to get 105 MB of archives.
After this operation, 102 MB of additional disk space will be used.
Get:1 https://artifacts.elastic.co/packages/5.x/apt stable/main andsd logstash all 1:5.6.3-1 [105 MB;
Fetched 105 MB in 45 (23.3 MB/s)
Selecting previously unselected package logstash.
(Reading database ... 14B182 files and directories currently installed.)
Preparing to unpack .../logstash_1%325.6.3-1_all.deb ...
Unpacking logstash (1:5.6.3-1)
Setting up logstash (1:5.6.3-1)
Using provided startup.options file: /ete/logstash/startup.options
Successfully created system startup script for Logstash
ubuntugip-10-1-1-5:~5 sudo /usr/share/logstash/bin/logstash-plugin install logstash-filter-dns
Validating logstash-filter-dns

Installing logstash-filter-dns
[
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ubuntu@ip-10-1-1-5:~$ tail -f /var/log/logstash/logstash-plain. log
[2017-11-86T12:50:24,71] [INFO ] [Logstash.outputs.elasticsearch] Running health check to see if an Elasticsearch connection is working {
p://localhost:9200/, :path=>"/"}

[2017-11-86T12:50:24,076] [WARN ] [Logstash.outputs.elasticsearch] Restored connection to ES instance

ealthcheck_url=>htt

/localhost:9200/"} *—
ersion=>5000

message_field"
false}}}, {'string_fields ‘match_napping_ty
{"type"=>"keyword", "ignore_above"=>256}11111, ‘etinestany
include_in_all'=>false}, “geoip"=>{"dynamic"=>true, =>{"type"=
eo_point"}, half_float"}, "longitude'=>{"type"=>"half_float"}}}}}}}}

24,985] [INFO ] [Togstash. outputs.elasticsearch] Installing elasticsearch template to _template/dns

:25,001] [INFO ] [Logstash. outputs.elasticsearch] New Elasticsearch output {:class=>"LogStash::0utputs::ElasticSear:

. thosts=>["//localhos!

[2017-11-86T12:50:25,807] [INFO ] [logstash. filters.geoip ] Using geoip database
0ip-4.3.1-java/vendor/GeoL ite2-City.mmab
[2017-11-86T12:50:25,37] [INFO ] [Logstash. filters.geoip ] Using geoip database
0ip-4.3.1-java/vendor/GeoL ite2-City.mmab"}
[2017-11-86T12:50:25,844] [INFO ] [Logstash. pipeline 1 Starting pipeline {"id
5, "pipeline.max_inflight"=>500}
[2017-11-86T12:50:25,188] [INFO ] [Logstash. pipeline 1 Pipeline main startes
50:25,212] [INFO ] [logstash. agent 1 Successfully started Logstash API endpoint

‘/usr/share/logstash/vendor/bundle/ jruby/1.9/gens/ ogstash-filter-ge

‘/usr/share/logstash/vendor/bundle/ jruby/1.9/gens/ ogstash-filter-ge

main", "pipeline.worker:

>4, "pipeline.batch.size’

125, “pipeline.bat
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< C {1 | ® 10.1.1.5:5601/app/kibanast/management kibana/index?_
Apps (& LabGuide (& BIGIPGUI (& BIGIPRESTTOC [ Kibana

—— AN

Index Patterns Saved Objects Advanced Settings

=() *|

: i
No cefault ndex pattern. vou ruscseleccor - CONfigure an index pattern
create oneo contine. In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search and analytics against. They are also used to configure fields.

Index pattern cznced oprions

logstash-*

Normal Warni ng A Unable to fetch mapping. Do you have indices matching the pattern?
Normal Warning

Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*
ement
Time Filter field name @ refrech e

(| Expand index pattern when searching [DEPRECATED]

With this option selected, searches against any time-based index pattern that contains a wildcard will automatically be expanded to query only the indices that contain data within the currently selected time range.
Searching against the index pattern logstash-* will actually query Elasticsearch for the specific matching indices (e.g. logstash-2015,12.21)that fall within the current time range.

With recent changes to Elasticsearch, this option should no longer be necessary and will ikely be removed n future versions of Kibana.

(| Use event times to create index names [DEPRECATED]
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DestinationIp_geo.continent_code: NA DestinationIp_geo.city name: Seattle DestinationIp_geo.country_name: United States
DestinationIp_geo.country_code2: US DestinationIp_geo.dna_code: 819 DestinationIp_geo.country_code3: US DestinationIp_geo.region name: Washingt
on DestinationIp_geo.location: { "lon": -122.3422, “lat": 47.6344 } DestinationIp_geo.postal_code: 98109 DestinationIp_geo.region_code: WA
-122.342 Entity: ACL_FORCE Action: Accept HitCount: 1 VLAN: /Common/Internal type: afm SourcePort: 50,998

DestinationIp_geo.longitude:

Policy: Aggregated Entity: ACL FORCE Action: Accept HitCount: 1 VLAN: /Common/Internal type: afm SourcePort: 49,556 DestinationPort: 53
saTranslationPool: Aggregated DstuserName: No-Lookup SlotId: © DestinationIp: 10.1.10.6 EOCTimestamp: January 18th 1970, 11:26:22.800
SourceIpRouteDonain: 1 host: 10.1.30.5 DestinationIpRouteDomain: O SrcUserName: Aggregated RuleName: (Defaul
) ContextInfo: /Conmon/sP_DNs SrcCountry: N/A ContextType: Virtual ServerRoute Domain ApplicationName: <Unassigned> ServerIp: Aggregated

© selfIp: Aggregated @versior

Hostname: ip-10-1-1-4.us-west-2.compute.internal SelfRouteDomain: 0 Aggrinterval: 300 DstCountry: N/A message: Hostname="ip-10-1-1-4.us-west-

Policy: Aggregated DestinationIp_geo.timezone: America/New York DestinationIp_geo.ip: 23.60.73.125 DestinationIp_geo.latitude: 42.363
DestinationIp_geo. continent_cod

: NA DestinationIp_geo.city_name: Cambridge DestinationIp_geo.country name: United States
DestinationIp_geo.country_code2: US DestinationIp_geo.dna_code: 506 DestinationIp_geo.country_code3: US DestinationIp_geo.region name: Massachu
setts DestinationIp_geo.location: { "lon": -71.0843, “lat': 42.3626 } DestinationIp_geo.postal_code: 02142 DestinationIp_geo.region code: MA

DestinationIp_geo.longitude: -71.084 Entity: ACL_FORCE Action: Accept HitCount: 1 VLAN: /Common/Internal type: afm SourcePort: 49,416

Policy: Aggregated Entity: ACL FORCE Action: Accept HitCount: 1 VLAN: /Common/Internal type: afm SourcePort: 42,884 DestinationPort: 53
saTranslationPool: Aggregated DstuserName: No-Lookup SlotId: © DestinationIp: 10.1.10.6 EOCTimestamp: January 18th 1970, 11:26:22.800
SourceIpRouteDonai 1 host: 10.1.30.5 DestinationIpRouteDomain: O SrcUserName: Aggregated RuleName: (Defaul
) ContextInfo: /Conmon/sP_DNs SrcCountry: N/A ContextType: Virtual ServerRoute Domain ApplicationName: <Unassigned> ServerIp: Aggregated

: 0 SelfIp: Aggregated eversior

Hostname: ip-10-1-1-4.us-west-2.compute.internal SelfRouteDomain: 0 Aggrinterval: 300 DstCountry: N/A message: Hostname="ip-10-1-1-4.us-west-

Policy: Aggregated DestinationIp_geo.timezone: America/Los Angeles Destinationlp_geo.ip: 31.13.77.12 Destinationlp_geo.latitude: 37.339
DestinationIp_geo.continent_code: NA DestinationIp_geo.city name: San Jose DestinationIp_geo.country_name: United States

DestinationIp_geo.country_code2: US DestinationIp_geo.dna_code: 807 DestinationIp_geo.country_code3: US DestinationIp_geo.region name: Californ
ia DestinationIp_geo.location: { "lon
-121.891 Entity: ACL_FORCE Action: Accept HitCount:

-121.8914, "lat": 37.3388 } DestinationIp_geo.postal code: 95141 DestinationIp_geo.region_code: CA

DestinationIp_geo.longitude: 1 VLAN: /Common/Internal type: afm SourcePort: 35,896

Policy: Aggregated DestinationIp_geo.timezone: America/New York DestinationIp_geo.ip: 23.60.73.125 DestinationIp_geo.latitude: 42.363
DestinationIp_geo. continent_cod

: NA DestinationIp_geo.city_name: Cambridge DestinationIp_geo.country name: United States
DestinationIp_geo.country_code2: US DestinationIp_geo.dna_code: 506 DestinationIp_geo.country_code3: US DestinationIp_geo.region name: Massachu
setts DestinationIp_geo.location: { "lon": -71.0843, “lat': 42.3626 } DestinationIp_geo.postal_code: 02142 DestinationIp_geo.region code: MA

DestinationIp_geo.longitude: -71.084 Entity: ACL_FORCE Action: Accept HitCount: 1 VLAN: /Common/Internal type: afm SourcePort: 49,414

Policy: Aggregated DestinationIp_geo.

8.39.36.145 DestinationIp_geo.latitude: 37.751 DestinationIp_geo.country_name: United States
DestinationIp_geo.country_code2: US DestinationIp_geo.continent code: NA DestinationIp_geo.country_code3: US DestinationIp_geo.location: { *lo
37.751 } DestinationIp_geo.longitude: -97.822 Entity: ACL_FORCE Action:
fn SourcePort: 60,518 DestinationPort: 80 SaTranslationPool: _fu_nat_/Common/Subscriber CGNAT DstUserName: No-Lookup Slotld: ©

DestinationIp: 8.39.36.145 EOCTimestamp: January 18th 1970, 11:26:22.800 SourceIpRouteDomain: 0 SelfIp: 10.1.20.6 eversion: 1 host:

n': -97.822, "lat

Accept HitCount: 1 VLAN: /Common/Internal type: a

10.1.30.5

Policy: Aggregated Entity: ACL FORCE Action: Accept HitCount: 1 VLAN: /Common/Internal type: afm SourcePort: 41,246 DestinationPort: 53
saTranslationPool: Aggregated DstuserName: No-Lookup SlotId: © DestinationIp: 10.1.10.6 EOCTimestamp: January 18th 1970, 11:26:22.800
SourceIpRouteDonain: © SelfIp: Aggregated eversion: 1 host: 10.1.30.5 DestinationIpRouteDomain: 0 SrcUserName: Aggregated RuleName: (Defaul
) ContextInfo: /Conmon/sP_DNs SrcCountry: N/A ContextType: Virtual ServerRoute Domain ApplicationName: <Unassigned> ServerIp: Aggregated
Hostname: ip-10-1-1-4.us-west-2.compute.internal SelfRouteDomain: 0 Aggrinterval: 300 DstCountry: N/A message: Hostname="ip-10-1-1-4.us-west-
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ubuntu@ip-10-1-1-5:~$ tail -f /var/log/logstash/logstash-plain. log
[2017-11-86T12:50:24,71] [INFO ] [Logstash.outputs.elasticsearch] Running health check to see if an Elasticsearch connection is working {
p://localhost:9200/, :path=>"/"}

[2017-11-86T12:50:24,076] [WARN ] [Logstash.outputs.elasticsearch] Restored connection to ES instance

ealthcheck_url=>htt

/localhost:9200/"} *—
ersion=>5000

message_field"
false}}}, {'string_fields ‘match_napping_ty
{"type"=>"keyword", "ignore_above"=>256}11111, ‘etinestany
include_in_all'=>false}, “geoip"=>{"dynamic"=>true, =>{"type"=
eo_point"}, half_float"}, "longitude'=>{"type"=>"half_float"}}}}}}}}

24,985] [INFO ] [Togstash. outputs.elasticsearch] Installing elasticsearch template to _template/dns

:25,001] [INFO ] [Logstash. outputs.elasticsearch] New Elasticsearch output {:class=>"LogStash::0utputs::ElasticSear:

. thosts=>["//localhos!

[2017-11-86T12:50:25,807] [INFO ] [logstash. filters.geoip ] Using geoip database
0ip-4.3.1-java/vendor/GeoL ite2-City.mmab
[2017-11-86T12:50:25,37] [INFO ] [Logstash. filters.geoip ] Using geoip database
0ip-4.3.1-java/vendor/GeoL ite2-City.mmab"}
[2017-11-86T12:50:25,844] [INFO ] [Logstash. pipeline 1 Starting pipeline {"id
5, "pipeline.max_inflight"=>500}
[2017-11-86T12:50:25,188] [INFO ] [Logstash. pipeline 1 Pipeline main startes
50:25,212] [INFO ] [logstash. agent 1 Successfully started Logstash API endpoint

‘/usr/share/logstash/vendor/bundle/ jruby/1.9/gens/ ogstash-filter-ge

‘/usr/share/logstash/vendor/bundle/ jruby/1.9/gens/ ogstash-filter-ge

main", "pipeline.worker:

>4, "pipeline.batch.size’

125, “pipeline.bat
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Headers(2)  Body® Prevequ

® omdaxta @ xwwwfommurencoded  © raw @ binary 50N (spplcatonson) v
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3 collectedStatsExternalLogging": “enabledf
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# Kibans is served by A back end server. This setting specifies the port fo use.
Server.port: 5691

# Specifies the address to which the Kibana server will bind. IP addresses and host names are both valid values.
# The default is 'localhost', which usually means remote machines will not be able to connect.

#To allow comnections frangrenote users, set this paraneter to a non-loopback address.
Server.host: "10.1.1.5' ‘.

# Enables you to specify a path to mount Kibana at if you are running behind a proxy. This only affects
# the URLs generated by Kibana, your proxy is expected to remove the basePath value before forwarding requests
# to Kibana. This setting cannot end in a slash.

#server.basePath: "

# The maxinun payload size in bytes for incoming server requests.
#server.maxPayloadBytes: 1048576

# The Kibana server's name. This is used for display purposes.
#server.name: "your-hostnane”

# The URL of the Elasticsearch instance to use for all your queries.
elasticsearch.url: "http://16.1.1.5:920

# When this setting's value is true Kibana uses the hostname specified in the server.host
# setting. When the value of this setting is false, Kibana uses the hostname of the host
# that connects to this Kibana instance.

#elasticsearch.preservetost: true

# Kibana uses an index in Elasticsearch to store saved searches, visualizations and
# dashboards. Kibana creates a new index if the index doesn't already exist.
#kibana. index: ".kibana"

# The default application to load.
#kibana. defaultAppld: "discover”

# If your Elasticsearch is protected with basic authentication, these settings provide
# the username and password that the Kibana server uses to perform maintenance on the Kibana
# index at startup. Your Kibana users still need to authenticate with Elasticsearch, which
# is proxied through the Kibana server.

#elasticsearch. usernane: "user”

#elasticsearch.password: "pass”

/ete/kibana/kibana.ynl" 104L, 4644C
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ubuntugip-10-1-1-5:~5 sudo systemctl status kibana.service
o kibana.service - Kibana
Loaded: loaded (/etc/systend/systen/kibana.service; enabled; vendor preset: enabled
Active: active (running) since Mon 2017-11-06 11:49:38 UTC; 475 ago
Main PID: 4782 (noge)
Coroup: /system. slice/kibana. service
4782 Jusr/share/kibana/bin/.

Nov 06 kibana[4782] 2017-11-06T1 status
Nov 06 kibana[4782] 2017-11-06T1 Status” elasticsearches. 6.
Nov 06 kibana[4782] 2017-11-06T1 Status” consolees. 6.

Nov 06 kibana[4782] 2017-11-06T1 Status” metricses.s.

Nov 06 kibana[4782] 2017-11-06T1 status

Nov 06 kibana[4782] 2017-11-06T1 istenin

Nov 06 kibana[4782] : 2017-11-06T11: status"

Nov 06 kibana[4782] 2017-11-06T1 Status” elasticsearches. 6.
Nov 06 kibana[4782] 2017-11-06T1 Status” elasticsearches. 6.
Nov 06 kibana[4782]: £"2017-11-06T11: status

ubuntu@ip-10-
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ubuntu@ip-10-1-1-5:~% sudo apt-get install logstash
Reading package Llists... Done
Building dependency tree
Reading state information... Done
The following packages were automatically installed and are no longer required
Uinux-headers-4.4.0-36 Linux-headers-4.4.0-36-generic linux-inage-4.4.8-36-generic snap-confine
Use 'sudo apt autoremove' to remove them
The following NEW packages will be installed:
Togstash
© upgraded, 1 newly installed, @ to remove and @ not upgraded
Need to get 105 MB of archives.
After this operation, 102 MB of additional disk space will be used.
Get:1 https://artifacts.elastic.co/packages/5.x/apt stable/main andsd logstash all 1:5.6.3-1 [105 MB;
Fetched 105 MB in 45 (23.3 MB/s)
Selecting previously unselected package logstash.
(Reading database ... 14B182 files and directories currently installed.)
Preparing to unpack .../logstash_1%325.6.3-1_all.deb ...
Unpacking logstash (1:5.6.3-1)
Setting up logstash (1:5.6.3-1)
Using provided startup.options file: /ete/logstash/startup.options
Successfully created system startup script for Logstash
ubuntugip-10-1-1-5:~5 sudo /usr/share/logstash/bin/logstash-plugin install logstash-filter-dns
Validating logstash-filter-dns

Installing logstash-filter-dns
[






_images/image007.png
/mgmt/tm/net/route-domain/~Common~0

name 0
partition Common
fullPath /Common/0

connectionLimit O
id 0

strict enabled





_images/image008.png





_images/image006.png





_images/image011.png
INTRO - Auts ion & Orche:
Step 1: HTTPBASICAL @ omaton rche ﬁ

» Step 1: HTTP BASIC Authentication

GET htps://{{bigip_a_mgmt}}/mgmt/tm/ltm Params “ Save

Authorization @

ests Cookies Code

Type —* Basic Auth Clear Update Request
i The authorization header wil be generated and

Usemame admin added as a custom header

Password _4 Save helper data to request

Show Password





_images/image012.png
Body  Cookies  Headers(15)  Tests Status: 401 F5 Authorization Required  Time: 2128 ms

by Rew  reiew | WMLV T3 Q Sove Resporse

B 1 |<xml version="1.0" er
2 | <1DOCTYPE html PUBLIC

oding="150-8859-1"2>
//W3C//DTD XHTML 1.8 Strict//El






_images/image009.png
No Environment

INTRO - Automation & Orchestration __.

/ Params Save





_images/image010.png
n* Collections.

i Me Team =

F5 Automation & Orchestration Intro ¥
61 requests

5 Lob12-API Authenticaon
GET Step 1: HTTP BASIC Authentication
2051 Step 2: Gt Authenticaton Token

GET  Setp 3: Verify Authentication Works

PATCH Step 4: Set Authentication Token Timeout






_images/image015.png
Cookies

Raw

Headers (22)

Preview

Tests

JSON v

=

* Status: 200K Time: 97 ms

Q Sove Resporse






_images/image013.png
POST v https://{{big_ip_a_mgmt}}/mgmt/shared/authn/login Params

Authorization Headers (1) Body @ Pre-request Script &

Key Value

Content-Type application/json





_images/image014.png
> Step 2: Get Authentication Token

POST v https://{{big_ip_a_mgmt}}/mgmt/shared/authn/login
Authorization Headers (1) Body ® %ﬂipt Tests
form-data x-www-form-urlencoded @ raw binary  JSON (application/json)
i {
2 "username":"",
i "?gZ::::gv{der"Name" :"tmos" k
5 1





_static/image087.png
@ Postman

File Edit View Collection History Help

Collections





_static/image1.png
@ F5SPAVR+BigD: %

<« C {t © bigip-elk-server.readthedocs.io/en/develop/
Apps (& LabGuide (& BIGIPGUI (& BIGPRESTTOC

L . S






_static/image088.png
Import a Postman Collection, Environment, data dump, | command, or a RAML /

WADL / Swagger(v1/v2) / Runscope file.

mport From Link





_static/image077.png
» Step 9: Change Eval Order 4->1
PATCH v hutpsu/ibigip_a_mgmt)/meme/tm/transaction/{{bigip_transaction.id}/commands/4 Params
Type No Auth v
Status: 200C

Body  Cookies  Headers 21)  Tests

Prety  Raw  Prevew | SON v S5

1
2

3 /localhost/mgnt/tn/Ltn/profile/tcp",

4

5 ab1.7_tcp_clientside”,

6 : "disabled

7 sendBuffersize”: "16000"

8

9

10 :

1 ransaction: commandsstate” ,

12 “selflink": “https://localhost/mgnt/tm/transaction/1494358032450450/ conmands/47ver=12.1.1"





_static/image079.png
Body  Cookies  Headers 25)  Tests (1/3)

Al Passed  Failed
CurentInstalled Version: Not Installed
Latest Available Version: 1.1.0

Latest Version is NOT Instaled





_static/image078.png
@, Products  Container Integrations  Clouds  Resources

f5-super-netops Container 1.0 f5-super-netops Container > f5-super-netops Container
Search o] . B .
Welcome to f5-super-netops Container’s documentation!
Current Page
= Welcome to f5-super-netops Container's Indices and tables
‘documentation!
« Indices and tables * Index

« Module Index
« Search Page

See more 7' Local Support Numbers (7 Leave feedback






_static/image081.png
No Environment

No Enviranment v o

4 Global — e

_r5_debug

| t5_enable_polled_mod

_f5_poll max tries
_15_poll waic

55 poll useinternal
55 poll apiurl

15_poll_bypass_timeou

_f5_poll_ierator
_f5_pol_curr

5 workfiow_functions

hitpiflecho getpostman.com/delay
o

MAOR"1 ypeor
testsTtests function f5_get version()return
_f5_version MAIOR toSiring()+""_f5_version MINOR.toStri
g0) function f5_populate_env vars(a)ifalvar
b=parselnt{postman getGlobalVariable(_f5_enabie_polled_
mode) 0}if(S_check response._codel)for(var
=15 parse_jsonresp)f=0<a lengthf+=)lvar c="[Populate
Variable]

15_debug('name="salfl.name)f"function”

peot alf} value)f5_debug(*running custom






_static/image080.png
Headers (6)  Tests (1/1)

Al

ed  Failed

Instal Successiul

~—





_static/image083.png
No Environment

Lab42

vmm\ save





_static/image082.png
BIGIP_API_Authentication
3 requests

f— S
POST Authenticate apd O A] Rename  Cirl+E

om1cH St Authentication ] 1) Duplicate Cal4D

BIGIP_Operational_Work
17 requests

B Dele D

&





_static/image085.png
Body

Headers (20)  Tests (212) & Status

Al Passed  Failed

[POST Response Code}=200

[Populate Variable] bigip_token=FSLPWBUMAT3BOQBSKS6AAUQKYI





_static/image084.png
Lab4.2
bigip_mgmt
bigip_username
bigip_password
bigip_token

Glol
_r5_debug

_f5_enable_polled_mod

_f5_pol_max_tries

_f5_poll wait

Lab42

10114
admin
admin
FSLPWBUMAT380QBSKS6AAUQKY!

)

Edit

Edit





_static/image086.png
» Get Software Version

GET v hitps://{{bigip_mgmt}}/mgmutm/sys/software volume
Authorization  Headers (2) erequestSaript  Tests ®
ContentType application/json

X-FS-Auth-Token

Pl






_static/image068.png
C:\Users\user)DesktopiModule 3 - Python SDK>python create_pool.py

usage: create_pool.py [-h] [-P PARTITION] [-u USERNAME] [-p PASSWORD]
host pool name pool members

create_pool.py: error: too few arguments
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C:\Usersiuser)DesktopiModule 3 - Python 5DK>python read pool.py 10.1.1.4 test_pool
Pool /Common/test pool:
{ ' meta_data': { 'allowed cormands': [],
'allowved lazy attributes': [ <class 'fS5.bigip.tm.ltm.pool.Members s'>],
'attribute registry': { "tm: ltm:pool:memberscollectionstate': <class 'fS.bigip.tm.ltm.pool.Members s'>},
'bigip': <f5.bigip.ManagementRoot object at O0x02FDCESO>,
'container': <fS.bigip.tm.ltm.pool.Pools object at OxO0ZFFSEEBO>,

'creation uri frag': '',

'creation uri gargs': { u'ver': [u'l2.0.0']1},

'exclusive attributes': [],

'icontrol_wersion': '',

'icr session': <icontrol.session.iControlRES5TSession object at Ox02FDCASO>,
'minirmum version': '11.6.0',

'read only attributes': [],

'required commwand parameters': set([]),

'required creation_parameters': set(['namwe']]),

'required json Kind': 'tm:ltm:pool:poolstate',

'required load parameters': set(['name']),

'uri': u'https://10.1.1.4:443/mogmt/ tw/ 1t/ pool/ ~Common~test_pool/'},
u'allowNat': u'yes',
u'allow3nat': u'yes',
u'fullPath': u'/Common/test_pool',
u'generation': 5191,
u' ignorePersistediieight': u'disabled’',
u'ipTosToClient': u'pass-through',
u'ipTosToServer': u'pass-through',
u'kind': u'tm:ltm:pool:poolstate’,
u'linkQosToClient': u'pass-through',
u' linkQosToServer': u'pass-through',
u' loadBalancingMode': u'round-robin',
u'membersReference': { u'isSubcollection': True,

u'link': u'https://localhost/mgut/tw/ ltw/pool/~Common~test pool/members?ver=12.0.0'},

u'minidctivelMembers': 0O,
u'minUpMenbers': 0O,
u'minUpMembersiction': u'failover!',
u'minUpMembersChecking': u'disabled’',
u'name': u'test_pool',
u'partition': u'Common',
u' queuelDepthLimit': 0O,
u' qqueueOnConnectionLimit': u'disabled’',
u'queueTimelLimit': 0O,
u'reselectTries': 0O,
u'selflink': u'https://localhost/momt/tn/ ltw/pool/~Common~test pool?ver=12.0.0',
u'servicelDowvniction': u'none',
u'slowRampTime' : 10}
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C:\Users\user)Desktop'Module 3 - Python SDK»>python create pool.py 10.1.1.4 test_pool 10.1.10.10:80,10.1.10.11:80
Created pool /Common/test pool

Added member 10.1.10.10:80

Added member 10.1.10.11:80
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CiyvUsersiyuser) besktoph llodule 5 - Python SDE>python delete_pool.py 1U.1.1.4 test_pool
Deleted pool /Common/test_pool
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C:\Usersiuser) Desktop\Module 3 - Python SDK>python update _pool.py 10.1.1.4 test_pool loadBalancingMode least-connections-member
u'Current: loadBalancingMode=round-robin'

Updating pool /Common/test pool

u'New: loadBalancingMode=least-connections-member'
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» Step 8: View queued command 4 from Transaction
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C:h%Usershuser’Desktop>python labl Z.py
C:WPythonz?h lib' site-packagesh requests’ packageshurllib3h connectionpool.py:821: InsecureRegquestWarning: Unwverified HTTPS re
quest iz being mwade. Adding certificate wverification is strongly advised. See: https://urllib3.readthedocs.orgl/ens latest/s
ecurity.html

InzecurelRequestilarning)
{MEind™: "tm: ltm:imonitor:httprhttpstate™, "nawe™: "Labl.2 monitor™, "fullPath™:"Labl.Z2 monitor”, "generation™:0, "selflLink":"htt
ps://localhost/momt/ t/ ltm/monitor/http/Labl.2 monitor?ver=12.0.0", "adaptive™: "disabled", "adaptivelivergenceType™:"relativ
e "adaptivelDivergenceValue™:25, "adaptivelLimit™: 200, "adaptivelamplingTimespan™: 300, "defaultsFrom™: "/ Common/ http™, "destinat
ion™:rF o FT Minterval™: 5, "ipDhscp™:0, "manualResume": "disabled”, "recv": "Hello™, "reverse™: "disabled”, "send": "GET / HTTP/1.0%rh
nyehn', "cimelUntilUp™:0, "cimeout™: 16, "cransparent™: "disabled”, "upInterval™: 0}
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